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To:  Judiciary A 

MISSISSIPPI LEGISLATURE                        REGULAR SESSION 2023   
 
By:  Representatives Porter, Anthony, Hulum, 

Foster 
 
 
 
 
 
 
 
 

 
 

 
 

 

 
HOUSE BILL NO.  467 

 
 
 

 AN ACT TO CREATE THE "BIOMETRIC IDENTIFIERS PRIVACY ACT"; TO 1 
PROVIDE LEGISLATIVE FINDINGS; TO DEFINE TERMS RELATING TO 2 
BIOMETRIC IDENTIFIERS; TO REQUIRE PRIVATE ENTITIES IN POSSESSION 3 
OF BIOMETRIC IDENTIFIERS TO DEVELOP A POLICY THAT ESTABLISHES A 4 
RETENTION SCHEDULE AND GUIDELINES FOR DESTROYING THE BIOMETRIC 5 
IDENTIFIERS OF INDIVIDUALS; TO PROVIDE CERTAIN REQUIREMENTS AND 6 
RESTRICTIONS FOR PRIVATE ENTITIES THAT COLLECT BIOMETRIC 7 
IDENTIFIERS; TO PROVIDE THAT UPON THE REQUEST OF AN INDIVIDUAL, A 8 
PRIVATE ENTITY THAT COLLECTS BIOMETRIC IDENTIFIERS SHALL DISCLOSE 9 

TO THE INDIVIDUAL HIS OR HER BIOMETRIC IDENTIFIER AND INFORMATION 10 
RELATED TO THE USE OF SUCH BIOMETRIC IDENTIFIER; TO PROVIDE FOR A 11 
RIGHT OF ACTION FOR INDIVIDUALS ALLEGING A VIOLATION OF THIS ACT; 12 
TO PROVIDE THAT THE ATTORNEY GENERAL MAY BRING AN ACTION AGAINST A 13 
PRIVATE ENTITY WHO VIOLATES THE PROVISIONS OF THIS ACT; AND FOR 14 
RELATED PURPOSES. 15 

 BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF MISSISSIPPI: 16 

 SECTION 1.  This act shall be known and may be cited as the 17 

"Biometric Identifiers Privacy Act". 18 

 SECTION 2.  The Legislature finds the following: 19 

  (a) Businesses are increasingly using biometrics to 20 

attempt to verify customer identity, streamline transactions, 21 

control access to secure areas and maximize revenues. 22 

  (b) Biometrics are unlike other unique identifiers that 23 

are used to verify identity or access finances or other sensitive 24 
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information. For example, social security numbers, when 25 

compromised, can be changed. Biometrics, however, are biologically 26 

unique to the individual; therefore, once compromised, the 27 

individual has no recourse, is at heightened risk for identity 28 

theft, and is likely to withdraw from biometric-facilitated 29 

transactions. 30 

  (c) The public has grown wary of the use of biometrics 31 

because of concerns about the security of protecting such 32 

information once it is captured and stored without their consent. 33 

Indeed, recent data breaches have exposed people's biometric 34 

identifiers, leaving people vulnerable to harm. 35 

  (d) Additionally, biometric identifiers can be 36 

collected without people's knowledge, applied instantaneously to 37 

identify people in circumstances where they have an expectation of 38 

privacy and anonymity, and used to identify and track people's 39 

movements, activities and associations. 40 

  (e) Studies have also shown that one increasingly 41 

prevalent biometric collection and matching technology, facial 42 

recognition technology, has worse misidentification and 43 

misclassification rates when used on the faces of people of color, 44 

women, children, persons who are elderly, and transgender and 45 

non-binary persons. This has led to documented cases of businesses 46 

refusing admission or service to people because facial recognition 47 

systems incorrectly "matched" them to photos of suspected 48 

shoplifters or others who had been barred from the premises. 49 
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  (f) The lack of legal protections regulating the 50 

collection, use, safeguarding and storage of biometrics means that 51 

many members of the public fear that their biometric identifiers 52 

may be collected and used without their knowledge and consent. 53 

  (g) The full ramifications of biometric technology are 54 

not fully known. 55 

  (h) The public welfare, security and safety will be 56 

served by regulating the collection, use, safeguarding, handling, 57 

storage, retention and destruction of biometric identifiers. 58 

 SECTION 3.  As used in this act, the following words shall 59 

have the meanings as defined in this section, unless the context 60 

clearly requires otherwise: 61 

  (a)  "Biometric identifier" means the data of an 62 

individual generated by measurements of an individual's unique 63 

biological characteristics such as a faceprint, fingerprint, 64 

voiceprint, retina or iris image, or any other biological 65 

characteristic that can be used to uniquely identify the 66 

individual. "Biometric identifier" does not include: 67 

   (i)  A writing sample of written signature; 68 

   (ii)  A photograph or video, except "biometric 69 

identifier" includes data generated, captured, or collected from 70 

the biological characteristics of a person depicted in a 71 

photograph or video; 72 

   (iii)  A human biological sample used for valid 73 

scientific testing or screening; 74 
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   (iv)  Demographic data; 75 

   (v)  A physical description, including height, 76 

weight, hair color, eye color, or a tattoo description; 77 

   (vi)  Any donated portion of a human body stored on 78 

behalf of a recipient of potential recipient of a living cadaveric 79 

transplant and obtained or stored by a federally designated organ 80 

procurement agency, including an organ, tissue, eye, bone,  81 

artery, blood, and any other fluid or serum; 82 

   (vii)  Information collected, used, or stored for 83 

health care treatment, payment, or operations under the federal 84 

Health Insurance Portability and Accountably Act of 1996; 85 

   (viii)  Any image or film of the human anatomy used 86 

to diagnose, provide a prognosis for, or treat an illness or other 87 

medical condition or to further validate scientific testing or 88 

screening including an x-ray, roentgen process, computed 89 

tomography, magnetic resonance imaging image, positron emission 90 

tomography scan, and mammography; or 91 

   (ix)  Information collected, used, or disclosed for 92 

human subject research that is conducted in accordance with the 93 

federal policy for the protection of human subjects, under 45 94 

C.F.R. Part 46, or other similar research ethics laws, or with the 95 

good clinical practice guidelines issued by the International 96 

Council for Harmonisation of Technical Requirements for 97 

Pharmaceuticals for Human Use. 98 
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  (b) "Private entity" means any individual acting in a 99 

commercial context, partnership, corporation, limited liability 100 

company, association, or other group, however organized. A private 101 

entity does not include a state or local government agency or 102 

entity. 103 

  (c) "Verified request" means a request that is made by 104 

a person or by an individual authorized to act as that person's 105 

representative, and that the private entity can verify, using 106 

commercially reasonable methods, to be the person whose biometric 107 

identifiers the private entity collected. 108 

  (d)  "Written release" means informed written consent, 109 

including written consent provided by electronic means. A valid 110 

written release may not be secured through a general release or 111 

user agreement. 112 

   (i)  In the context of employment, a written 113 

release: 114 

    1. May only be used to secure consent to 115 

collect and use biometric identifiers for the purposes of: 116 

     (A) Permitting access to secure physical 117 

locations and secure electronic hardware and software 118 

applications, without retaining data that allows for employee 119 

location tracking or the tracking of how long an employee spends 120 

using a hardware or software application; or 121 
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     (B) Recording the commencement and 122 

conclusion of an employee's full work day and meal/rest breaks in 123 

excess of 30 minutes; 124 

    2.  May be secured in the form of a written 125 

release executed by an employee as a condition of employment. 126 

 SECTION 4.  (1)  A private entity in possession of biometric 127 

identifiers must develop a written policy, made available to the 128 

public, establishing a retention schedule and guidelines for 129 

permanently destroying a biometric identifier of an individual on 130 

the earliest of: 131 

  (a) The date on which the initial purpose for 132 

collecting or obtaining the biometric identifier has been 133 

satisfied; 134 

  (b) One (1) year after the individual's last 135 

interaction with the private entity; or 136 

  (c) Thirty (30) days after receiving a verified request 137 

to delete the biometric identifiers submitted by the individual or 138 

the individual's representative. 139 

 (2) Absent a valid warrant or subpoena issued by a court of 140 

competent jurisdiction, or a compulsory request or demand issued 141 

by a state agency in an investigation of a violation of this act, 142 

a private entity in possession of biometric identifiers must 143 

comply with its established retention schedule and destruction 144 

guidelines. 145 
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 (3) A private entity is not required to make available to 146 

the public a written policy that: 147 

  (a)  Applies only to employees of that private entity; 148 

and 149 

  (b)  Is used solely within the private entity for 150 

operation of the private entity. 151 

 (4)  No private entity shall collect, capture, purchase, 152 

receive through trade, or otherwise obtain a person's biometric 153 

identifier, unless it first: 154 

  (a) Informs the subject or the subject's legally 155 

authorized representative in writing that a biometric identifier 156 

is being collected or stored; 157 

  (b) Informs the subject or the subject's legally 158 

authorized representative in writing of the specific purpose and 159 

length of term for which a biometric identifier is being 160 

collected, stored and used; and 161 

  (c) Receives a written release executed by the subject 162 

of the biometric identifier or the subject's legally authorized 163 

representative. 164 

 (5)  No private entity that collects a person's biometric 165 

identifier shall: 166 

  (a) Sell, lease, or trade such biometric identifier; or 167 

  (b) Permit any entity to which a biometric identifier 168 

is transferred, shared, or provided to sell, lease, or trade such 169 

biometric identifier. 170 
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 (6)  No private entity that collects a biometric identifier 171 

shall disclose, redisclose, or otherwise disseminate a person's 172 

biometric identifier unless: 173 

  (a) The subject of the biometric identifier or the 174 

subject's legally authorized representative executes a written 175 

release consenting to the specific disclosure or redisclosure; 176 

  (b) The disclosure or redisciosure completes a 177 

financial transaction requested or authorized by the subject of 178 

the biometric identifier or the subject's legally authorized 179 

representative; 180 

  (c) The disclosure or redisclosure is required by state 181 

or federal law or municipal ordinance; or 182 

  (d) The disclosure is required pursuant to a valid 183 

warrant or subpoena issued by a court of competent jurisdiction, 184 

or a compulsory request or demand issued by a state agency in an 185 

investigation of a violation of this act. 186 

 (7)  A private entity shall not: 187 

  (a) Condition the provision of a good or service on the 188 

collection, use, disclosure, transfer, sale, retention, or 189 

processing of biometric identifiers, unless biometric identifiers 190 

are strictly necessary to provide the good or service; or 191 

  (b) Charge different prices or rates for goods or 192 

services or provide a different level of quality of a good or 193 

service to any individual who exercises the individual's rights 194 

under this act. 195 
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 (8)  A private entity in possession of a biometric identifier 196 

shall: 197 

  (a) Store, transmit, and protect from disclosure all 198 

biometric identifiers using the reasonable standard of care within 199 

the private entity's industry; and 200 

  (b) Store, transmit, and protect from disclosure all 201 

biometric identifiers in a manner that is the same as or more 202 

protective than the manner in which the private entity stores, 203 

transmits, and protects other confidential and sensitive 204 

information. 205 

 SECTION 5.  (1)  At the request of an individual or an 206 

individual's legally authorized representative, a private entity 207 

that collects biometric identifiers shall disclose to the 208 

individual, free of charge, the individual's biometric identifier 209 

and information related to the use of the biometric identifier, 210 

including: 211 

  (a) The precise type of biometric identifiers that were 212 

collected and/or used; 213 

  (b) The specific sources from which the private entity 214 

collected the biometric identifiers; 215 

  (c) The specific purpose for which the private entity 216 

used the biometric identifiers and personal information; 217 

  (d) The identities of third parties with whom the 218 

private entity shares the biometric identifiers and the purposes 219 

of sharing; and 220 
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  (e) The specific biometric identifiers that the 221 

business discloses to third parties.  222 

 (2)  The requirements of this section shall only apply to: 223 

  (a) A sole proprietorship, partnership, limited 224 

liability company, corporation, association, or other legal entity 225 

that: (i) does business in the State of Mississippi, (ii) is 226 

organized or operated for the financial benefit of its 227 

shareholders or other owners, (iii) collects consumers' biometric 228 

identifiers or has such identifiers collected on its behalf, and 229 

(iv) had annual gross revenues in excess of Ten Million Dollars 230 

($10,000,000.00), in the preceding calendar year. 231 

  (b) Any entity that controls or is controlled by a 232 

business as described in paragraph (2)(a) of this Section 5, and 233 

that shares common branding with the business and with whom the 234 

business shares consumers' personal information. As used in this 235 

act, the word "control" and "controlled" means ownership of, or 236 

the power to vote, more than fifty percent (50%) of the 237 

outstanding shares of any class of voting security of a business; 238 

control in any manner over the election of a majority of the 239 

directors, or of individuals exercising similar functions; or the 240 

power to exercise a controlling influence over the management of a 241 

company.  As used in this act, the word "common branding" means a 242 

shared name, servicemark, or trademark that the average consumer 243 

would understand that two or more entities are commonly owned. 244 
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  (c) A joint venture or partnership composed of 245 

businesses in which each business has at least a forty percent 246 

(40%) interest. The joint venture or partnership and each business 247 

that composes the joint venture or partnership shall separately be 248 

considered a single business, except that personal information in 249 

the possession of each business and disclosed to the joint venture 250 

or partnership shall not be shared with the other business. 251 

 SECTION 6.  (1)  An individual alleging a violation of this 252 

act may bring a civil action against the offending private entity 253 

in a court of competent jurisdiction. A prevailing plaintiff may 254 

recover for each violation: 255 

  (a) Against a private entity that negligently violates 256 

a provision of this act, liquidated damages of One Thousand 257 

Dollars ($1,000.00), or actual damages, whichever is greater; 258 

  (b) Against a private entity that intentionally or 259 

recklessly violates a provision of this act, liquidated damages of 260 

Five Thousand Dollars ($5,000.00), or actual damages, whichever is 261 

greater; 262 

  (c) Reasonable attorneys' fees and costs, including 263 

expert witness fees and other litigation expenses; and 264 

  (d) Other relief, including an injunction or 265 

declaration, as the court may deem appropriate. 266 

 (2)  The Attorney General may bring an action against a 267 

private entity who violates any provisions of this act, and shall 268 

be entitled to seek any forms of relief and remedies available to 269 
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private plaintiffs, including the collection of damages as a civil 270 

penalty. 271 

 SECTION 7.  (1)  Nothing in this act shall be construed to 272 

impact the admission or discovery of biometric identifiers in any 273 

action of any kind in any court, or before any tribunal, board, or 274 

agency. 275 

 (2) Nothing in this act shall be construed to conflict with 276 

the federal Health Insurance Portability and Accountability Act of 277 

1996, and the rules promulgated under that act. 278 

 (3) Nothing in this act shall be deemed to apply in any 279 

manner to information collected, processed, sold, or disclosed 280 

pursuant to the federal Gramm-Leach-Bliley Act of 1999, and the 281 

rules promulgated thereunder. 282 

 (4) Nothing in this act shall be construed to apply to a 283 

contractor, subcontractor, or agent of a state agency or local 284 

unit of government when working for that state agency or local 285 

unit of government, and such exemption shall only apply to the 286 

extent the collection, retention, and use of the biometric 287 

identifier is in direct service of the purpose for which the state 288 

agency or local unit of government retained the services of the 289 

contractor, subcontractor, or agent. 290 

 SECTION 8.  If any section, paragraph, sentence, phrase or 291 

any part of this act shall be held invalid or unconstitutional, 292 

such holding shall not affect any other section, paragraph, 293 
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sentence, clause, phrase or part of this act which is not in and 294 

of itself invalid or unconstitutional.  295 

 Moreover, if the application of this act, or of any portion 296 

of it, to any person or circumstance is held invalid, the 297 

invalidity shall not affect the application of this act to other 298 

persons or circumstances which can be given effect without the 299 

invalid provision or application. 300 

 SECTION 9.  This act shall take effect and be in force from 301 

and after July 1, 2023. 302 


