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Senat or (s) Flowers To: Judiciary, Dvision B

SENATE BI LL NO 2261

AN ACT TO CREATE THE | NTERNET SPYWARE CONTROL ACT OF 2007; TO
ENACT DEFI NI TI ONS; TO PROSCRI BE CERTAI N | NTERNET BEHAVI OR; TO
PRESCRI BE REMEDI ES AND DAMAGES; AND FOR RELATED PURPGCSES.

BE | T ENACTED BY THE LEG SLATURE OF THE STATE OF M SSI SSI PPI
SECTION 1. This act shall be known and nay be cited as the

"I nternet Spyware Control Act of 2007."
SECTION 2. The following terns shall have the neanings

ascri bed unl ess the context clearly requires otherw se:

(a) "Context-based triggering nechani snm' neans a
sof tware based trigger or programresiding on a consuner's
conput er that displays an advertisenment according to the current
Internet Wb site accessed by a user or the contents or
characteristics of the current Internet Wb site accessed by a
user.

(b) "Division" neans the D vision of Consumer
Protection in the Ofice of the Attorney General.

(c) "Internet" neans collectively the nyriad of
conmput er and tel ecomrunications facilities, including equipnment
and operating software, which conprise the interconnected
wor | dwi de network of networks that enploy the Transm ssion Contro
Protocol /I nternet Protocol, or any predecessor or successor
protocols to such protocol, to conmmunicate information of al
kinds by wire or radio, as defined in the Internet Tax Freedom
Act, Public Law No. 105-277.

(d) Except as provided in paragraph (e), "spyware"
means software residing on a conputer that:

(i) Mnitors the conputer's usage;
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(i) 1. Sends information about the conputer's

usage to a renobte conputer or server; or

adverti senent

adverti senent

2. Displays or causes to be displayed an
in response to the conputer's usage if the
uses:

a. A federally registered trademark as a

trigger for the display of the advertisenent by a person other

than the tradenmark owner or an authorized agent, |icensee of the

trademark owner or a recognized Internet search engine;

b. Uses a triggering nechanismto

di splay the advertisenent according to the Internet Wb sites

accessed by a

user; or

c. Uses a context-based triggering

mechanismto display the advertisenent that partially or wholly

covers or obscures paid advertising or other content on an

Internet Web site in a way that interferes with a user's ability

to view the Internet Wb site.

(e)

"Spywar e" does not i ncl ude:

(1) Software designed and installed solely to

di agnose or resolve technical difficulties;

(ii) Software or data that solely report to an

Internet Web site information previously stored by the Internet

Web site on the user's conputer, including cookies, HTM. code,

Java Scripts or an operating system

(ti1) Software that displays or causes to be

di spl ayed an advertisenent if the advertisenent clearly identifies

the full |ega

adverti sement ;

name of the entity responsible for delivering the

(iv) Software to which the consent of the user to

a |license agreenent has been obtained as described in Section 3 of

this act.

()
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(i1i1) The contents or characteristics of the
Internet Web sites accessed by a user;
(ti1) A user's personal information, including:
1. A first and last nanme of a user, whether
given at birth or adoption, assuned or |egally changed,
2. Any of the followng with respect to a
user's honme or other physical address:
a. The street nane;
b. The nanme of the city or town; or
c. The zip code.
3. An electronic mail address;
4 A tel ephone nunber;
5. A social security nunber;
6 Any personal identification nunber;
7 A credit card nunber and any access code
associated with a credit card;
8. A date of birth, birth certificate nunber
or place of birth;
9. A password or access code; or
10. A user's subm ssion to forns on Internet
Vb sites.
(g) "User" nmeans a conputer owner or a person who
accesses an Internet Wb site.

SECTION 3. In order for a |license agreenent to be effective

in exenpting software fromthe definition of spyware as provided
in Section 2(e)(iv) of this act, the |license agreenent nust:

(a) Be presented in full and witten in plain | anguage
to notify the user of the collection of each specific type of
information to be transmtted as a result of the software
installation, at the tine of or after installation of the
software, but before the software does any of the actions
described in Section 2(d)(ii); and

(b) Contain:
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(1) A clear and representative full-size exanple
of each type of advertisenent that may be delivered,

(1i) A truthful statement of the frequency with
whi ch each type of advertisenent may be delivered,

(ti1) For each type of advertisenment delivered by
the software, a clear description of a nmethod by which a user may
di stinguish the advertisenent by its appearance from an
adverti senent generated by other software services; and

(c) Provide a nmethod by which a user may quickly and
easily disable and renove the software fromthe user's conputer
t hat does not have other effects on the nonaffiliated parts of the
user's conputer, and that uses obvious, standard, usual and
ordi nary methods for renoval of conputer software.

SECTION 4. (1) A person may not:

(a) Install spyware on another person's conputer;

(b) Cause spyware to be installed on another person's
conputer; or

(c) Use a context-based triggering nmechanismto display
an advertisenent that partially or wholly covers or obscures paid
advertising, or other content on an Internet Wb site in a way
that interferes with a user's ability to view the Internet Wb
site.

(2) It is not a defense to a violation of this section that

a user nmay renove or hide an advertisenent.

SECTION 5. (1) An action for a violation of this act may be

brought agai nst a person who violates this act or causes a
violation of this act and by any of the followi ng who are
adversely affected by a violation of this act:
(a) An Internet Wb site owner or registrant;
(b) A trademark or copyright owner; or
(c) An authorized advertiser on an Internet Wb site.
(2) In an action under this section, a person may obtain an

injunction prohibiting any further violation of this act and
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recover the greater of actual damages or Ten Thousand Dol |l ars
($10, 000.00) for each separate violation of this act.

(3) In an action under this section, a court may increase
the damages up to three (3) tinmes the damages all owed by this
section if the court finds the defendant willfully or know ngly
violated this act; the court also may award costs and reasonabl e
attorney fees to a prevailing party.

(4) For purposes of this section, each individual occurrence
that results in the display of a spyware advertisenent is a
separate violation.

SECTION 6. A person may not bring an action for a violation

of this act against an Internet service provider for the routine
transm ssion of security information or information that contains
an advertisenent violating this act.

SECTION 7. The division shall establish procedures by which

a person may report a violation of this act to the division,
including an Internet Web site and a toll-free tel ephone nunber.
SECTION 8. This act shall take effect and be in force from

and after July 1, 2007.

S. B. No. 2261 *SS02/ R109*
07/ SS02/ R109 ST: Internet spyware; prohibit.
PAGE 5



