M SSI SSI PPl LEG SLATURE REGULAR SESSI ON 2007

By:

OCO~NOUITRARWNE

Senator(s) Tollison To: Judiciary, Division B

COW TTEE SUBSTI TUTE
FOR
SENATE BI LL NO. 2089

AN ACT TO CREATE THE "M SSI SSI PPI CLEAN CREDI T AND | DENTI TY
THEFT PROTECTI ON ACT"; TO DEFI NE CERTAI N TERMS; TO AUTHCORI ZE
CONSUMERS TO PLACE A SECURI TY FREEZE ON THEIR CREDI T FI LES; TO
LIMT THE RELEASE OR SHARI NG OF CREDI T HEADER | NFORVATI ON; TO
PROVI DE A CONSUMER W TH THE RI GHT TO FI LE A PCLI CE REPORT
REGARDI NG | DENTI TY THEFT W TH THE LOCAL LAW ENFORCEMENT AGENCY
HAVI NG JURI SDI CTI ON OVER HI S ACTUAL RESI DENCE; TO PROVI DE | DENTI TY
THEFT VICTIMS WTH THE RI GHT TO OBTAIN A COURT ORDERED FACTUAL
DECLARATI ON OF | NNOCENCE AND TO CREATE A STATEW DE CRI M NAL
| DENTI TY THEFT REGQ STRY; TO REQUI RE NOTI CE TO CONSUMERS | N THE
EVENT THAT SECURI TY OF DATA HAS BEEN BREACHED, TO LIM T THE USE OF
SOCI AL SECURI TY NUMBERS; TO PRCHI BI T | NSURERS FROM USI NG
| NFORVATI ON REGARDI NG A CONSUMER' S CREDI TWORTHI NESS FOR THE
PURPOSE OF DETERM NI NG RATES FOR | NSURANCE OR ELIG BILITY FOR
COVERAGE;, TO REGULATE THE DI SPOSAL OF RECORDS CONTAI NI NG PERSONAL
| NFORVATI ON;  AND FOR RELATED PURPCSES.

BE | T ENACTED BY THE LEG SLATURE OF THE STATE OF M SSI SSI PPI :

SECTION 1. The provisions of this act shall be known and may

be cited as the "M ssissippi Cean Credit and ldentity Theft
Protection Act."

SECTION 2. For the purposes of this act, the following terms

shall have the foll ow ng neanings:

(a) The term "person" neans any i ndividual,
partnership, corporation, trust, estate, cooperative, association,
government or governnental subdivision or agency, or other entity.

(b) "Consuner" neans an individual.

(c) "Consunmer reporting agency" neans any person which,
for nonetary fees, dues, or on a cooperative nonprofit basis,
regularly engages in whole or in part in the practice of
assenbling or evaluating consuner credit information or other
i nformati on on consuners for the purpose of furnishing consuner
reports to third parties.

(d) "Consuner report" or "credit report" neans any

witten, oral, or other conmunication of any information by a
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consuner reporting agency bearing on a consuner's credit
wort hi ness, credit standing, credit capacity, character, general
reputation, personal characteristics, or node of living which is
used or expected to be used or collected in whole or in part for
t he purpose of serving as a factor in establishing the consunmer's
eligibility for:

(1) Credit or insurance to be used primarily for
personal, famly, or househol d purposes, except that nothing in
this act authorizes the use of credit evaluations, credit scoring
or insurance scoring in the underwiting of personal |ines of
property or casualty insurance;

(i1) Enploynment purposes; or

(ti1) Any other purpose authorized under 15 USC,
Section 1681b.

(e) "Credit card" has the sanme neaning as in Section
103 of the Truth in Lending Act.

(f) "Credit header information" means witten, oral or
ot her communi cation of any information by a consuner reporting
agency regarding the social security nunber of the consuner, or
any derivative thereof, and any other personally identifiable
informati on of the consunmer that is derived using any nonpublic
personal information, except the nanme, address and tel ephone
nunber of the consumer if all are listed in a residential
t el ephone directory available in the locality of the consuner.

(g "Credit history" neans any witten, oral or other
communi cation of any information by a consuner reporting agency
bearing on a consuner's creditworthiness, credit standing or
credit capacity that is used or expected to be used, or collected
in whole or in part, for the purpose of determ ning personal |ines
i nsurance premuns or eligibility for coverage.

(h) "Debit card" neans any card or device issued by a
financial institution to a consuner for use in initiating an

el ectronic fund transfer fromthe account hol ding assets of the
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consuner at such financial institution, for the purpose of
transferring noney between accounts or obtaining noney, property,
| abor or services.

SECTION 3. (1) Definitions. For the purposes of this

section, the followng ternms shall have the foll ow ng neani ngs:
(a) "Security freeze" neans a notice, at the request of
t he consunmer and subject to certain exceptions, that prohibits the
consuner reporting agency fromreleasing all or any part of the
consuner's credit report or any information derived fromit
W t hout the express authorization of the consuner. |If a security
freeze is in place, such a report or information may not be
released to a third party wi thout prior express authorization from
the consuner. This paragraph does not prevent a consuner
reporting agency fromadvising a third party that a security
freeze is in effect wth respect to the consuner's credit report.
(b) "Reviewi ng the account™ or "account review'
includes activities related to account mai ntenance, nonitoring,
credit line increases, and account upgrades and enhancenents.
(2) Security freeze: Timng, covered entities, cost.
(a) A consunmer may elect to place a "security freeze"
on his or her credit report by:
(i) Mking a request by mail;
(i1i) Making a request by tel ephone by providing
certain personal identification; or
(ti1) Mking a request directly to the consuner
reporting agency through a secure electronic mail connection if
such connection is made avail able by the agency. Credit reporting
agenci es shall make a secure electronic mail nethod of requesting
a security freeze available within one hundred eighty (180) days
of the effective date of this act.
(b) A consuner reporting agency shall place a security
freeze on a consuner's credit report no later than five (5)

busi ness days after receiving a witten or tel ephone request from
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the consuner or three (3) business days after receiving a secure
el ectronic mail request. Wthin one (1) year of the effective
date of this act, a consuner reporting agency shall place a
security freeze on a consuner's credit report no later than three
(3) business days after receiving a witten or tel ephone request
fromthe consuner or one (1) business day after receiving a secure
el ectronic mail request. Wthin tw (2) years of the effective
date of this act, a consuner reporting agency shall place a
security freeze on a consuner's credit reporting agency no |l ater
than one (1) business day after receiving a witten or tel ephone
request.

(c) The consuner reporting agency shall send a witten
confirmation of the security freeze to the consuner within five
(5) business days of placing the freeze and at the sane tine shal
provi de the consunmer with a uni que personal identification nunber
or password to be used by the consuner when providing
aut hori zation for the release of his or her credit for a specific
party or period of tinme, or when permanently lifting the freeze.
Wthin one (1) year of the effective date of this act, the
consuner reporting agency shall send such a witten confirmation
and uni que personal identification nunber or password to the
consuner no |ater than one (1) business day after placing the
freeze.

(d) If the consuner wishes to allow his or her credit
report to be accessed for a specific party or period of tine while
a freeze is in place, he or she shall contact the consuner
reporting agency via telephone, mail, or secure electronic mail
with a request that the freeze be tenporarily lifted, and provide
the foll ow ng:

(i) Proper identification;

(1i) The unique personal identification nunber or
password provided by the consuner reporting agency pursuant to
paragraph (c) of subsection (2); and
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(ti1) The proper information regarding the third
party who is to receive the credit report or the time period for
whi ch the report shall be available to users of the credit report.

(e) A consuner reporting agency that receives a request
froma consuner to tenporarily lift a freeze on a credit report
pursuant to paragraph (d) of subsection (2) shall conply with the
request no later than three (3) business days after receiving the
request. Wthin one (1) year of the effective date of this act, a
consuner reporting agency shall honor such a request no |ater than
one business day after receiving the request. Wthin two (2)
years of the effective date of this act, a consuner reporting
agency shall honor such a request nmade by electronic mail or by
tel ephone within fifteen (15) m nutes of receiving the request.

(f) A consuner reporting agency shall devel op
procedures involving the use of tel ephone, fax, or, upon the
consent of the consunmer in the manner required by the Electronic
Signatures in dobal and National Comrerce Act [E-Sign] for
legally required notices, by the Internet, e-mail, or other
el ectronic nedia to receive and process a request froma consuner
to tenporarily lift a freeze on a credit report pursuant to
paragraph (d) of subsection (2) in an expedited nmanner.

(g) A consuner reporting agency shall renove or
tenporarily lift a freeze placed on a consuner's credit report
only in the follow ng cases:

(i) Upon consuner request, pursuant to paragraph
(d) or paragraph (j) of subsection (2);

(ii) If the consunmer's credit report was frozen
due to a material m srepresentation of fact by the consuner. If a
consuner reporting agency intends to renove a freeze upon a
consuner's credit report pursuant to this paragraph (g), the
consuner reporting agency shall notify the consunmer in witing
five (5) business days prior to renoving the freeze on the

consuner's credit report.
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(h) If athird party requests access to a consumner
credit report on which a security freeze is in effect, and this
request is in connection with an application for credit or any
ot her use, and the consuner does not allow his or her credit
report to be accessed for that specific party or period of tine,
the third party may treat the application as inconplete.

(1) If athird party requests access to a consumner
credit report on which a security freeze is in effect for the
pur pose of receiving, extending, or otherwise utilizing the credit
therein, and not for the sole purpose of account review, the
consuner credit report agency nust notify the consuner that an
attenpt has been nmade to access the credit report.

(j) A security freeze shall remain in place until the
consuner requests that the security freeze be renoved. A consuner
reporting agency shall renove a security freeze within three (3)
busi ness days of receiving a request for renoval fromthe
consuner, who provides both of the follow ng:

(1) Proper identification; and

(1i1) The unique personal identification nunber or
password provided by the consuner reporting agency pursuant to
paragraph (c) of subsection (2).

Not later than one (1) year after the effective date of this
act, a consuner reporting agency shall renove a security freeze
wi thin one (1) business day after receiving such a request.

(k) A consuner reporting agency shall require proper
identification of the person making a request to place or renove a
security freeze.

(1) A consunmer reporting agency may not suggest or
otherwi se state or inply to a third party that the consuner's
security freeze reflects a negative credit score, history, report
or rating.

(m The provisions of this section do not apply to the

use of a consuner credit report by any of the foll ow ng:
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(i) A person, or the person's subsidiary,
affiliate, agent or assignee with which the consuner has or, prior
to assignnment, had an account, contract or debtor-creditor
relationship for the purposes of review ng the account or
collecting the financial obligation ow ng for the account,
contract or debt.

(i1i) A subsidiary, affiliate, agent, assignee or
prospective assignee of a person to whom access has been granted
under paragraph (d) of subsection (2) for purposes of facilitating
the extension of credit or other perm ssible use.

(tii1) Any person acting pursuant to a court order,
warrant, or subpoena.

(tv) A state or |local agency which adm nisters a
program for establishing and enforcing child support obligations.

(v) The State Health Departnment or its agents or
assigns acting to investigate fraud.

(vi) The State Tax Comm ssion or its agents or
assigns acting to investigate or collect delinquent taxes or
unpaid court orders or to fulfill any of its other statutory
responsibilities.

(vii) A person for the purposes of prescreening as
defined by the federal Fair Credit Reporting Act.

(viii) Any person or entity admnistering a credit
file nmonitoring subscription service to which the consuner has
subscri bed.

(vix) Any person or entity for the purpose of
providing a consunmer with a copy of his or her credit report upon
t he consumer's request.

(n) A consunmer may not be charged for any security
freeze services, including, but not limted to, the placenent or
lifting of a security freeze. A consuner, however, can be charged
no nore than Five Dollars ($5.00) only in the follow ng discreet

circunstance: |If the consuner fails to retain the original
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personal identification nunber provided by the agency, the
consuner may not be charged for a one-tine reissue of the sanme or
a new personal identification nunber; however, the consuner may be
charged no nore than Five Dollars ($5.00) for subsequent instances
of loss of the personal identification nunber.

(3) Notice of rights. At any tinme that a consuner is
required to receive a summary of rights required under Section 609
of the federal Fair Credit Reporting Act, the follow ng notice
shal | be i ncl uded:

Consuners Have the Right to Gbtain a Security Freeze

You nmay obtain a security freeze on your credit report at no
charge to protect your privacy and ensure that credit is not
granted in your nane w thout your know edge. You have a right to
pl ace a "security freeze" on your credit report pursuant to state
| aw.

The security freeze wll prohibit a consuner reporting agency
fromreleasing any information in your credit report wthout your
express authorization or approval.

The security freeze is designed to prevent credit, |oans, and
services from bei ng approved in your name w thout your consent.
When you place a security freeze on your credit report, within
five (5) business days (and by July 1, 2008, no later than one (1)
busi ness day) you will be provided a personal identification
nunmber or password to use if you choose to renove the freeze on
your credit report or to tenporarily authorize the rel ease of your
credit report for a specific party, parties or period of tine
after the freeze is in place. To provide that authorization, you
must contact the consuner reporting agency and provide all of the
fol | ow ng:

(a) The unique personal identification nunber or
password provided by the consunmer reporting agency.

(b) Proper identification to verify your identity.
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(c) The proper information regarding the third party or
parties who are to receive the credit report or the period of tine
for which the report shall be available to users of the credit
report.

A consuner reporting agency that receives a request froma
consuner to lift tenporarily a freeze on a credit report shal
conply with the request no later than three (3) business days
after receiving the request. (By July 1, 2009, the consuner
reporting agency nust tenporarily lift the freeze within fifteen
(15) mnutes of receiving the request.)

A security freeze does not apply to circunstances where you
have an exi sting account relationship and a copy of your report is
requested by your existing creditor or its agents or affiliates
for certain types of account review, collection, fraud control or
simlar activities.

If you are actively seeking a new credit, loan, utility,

t el ephone, or insurance account, you shoul d understand that the
procedures involved in lifting a security freeze may slow your own
applications for credit. You should plan ahead and |ift a freeze,
either conpletely if you are shopping around, or specifically for
a certain creditor, wth enough advance notice before you apply
for new credit for the lifting to take effect. Until July 1,
2008, you should lift the freeze at | east three (3) business days
before appl yi ng; between July 1, 2008, and July 1, 2009, you
should Iift the freeze at | east one (1) business day before
applying; and after July 1, 2009, you should lift the freeze at

| east fifteen (15) m nutes before applying for a new account.

You have a right to bring a civil action agai nst soneone who
violates your rights under the credit reporting |laws. The action
can be brought against a consuner reporting agency or a user of
your credit report.

(4) Violations; penalties. |f a consunmer reporting agency

erroneously, whether by accident or design, violates the security
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freeze by releasing credit information that has been placed under
a security freeze, the affected consuner is entitled to:

(a) Notification within five (5) business days of the
rel ease of the information, including specificity as to the
information rel eased and the third party recipient of the
i nformation.

(b) File a conplaint with the Federal Trade Conm ssion
and the State Attorney General.

(c) In acivil action against the consuner reporting
agency recover:

(1) Injunctive relief to prevent or restrain
further violation of the security freeze;

(ti) Acivil penalty in an anobunt not to exceed
Ten Thousand Dol |l ars ($10, 000.00) for each violation plus any
damages avail abl e under other civil laws; and

(1i1) Reasonabl e expenses, court costs,
i nvestigative costs, and attorney's fees.

(d) Each violation of the security freeze shall be
counted as a separate incident for purposes of inposing penalties
under this section.

SECTI ON 4. A consuner reporting agency may furnish

information froma consuner's credit header only to those who have
a perm ssi ble purpose to obtain the consuner's consuner report,
under Section 604 of the federal Fair Credit Reporting Act, as
codified at 15 USC, Section 1681(b), and that perm ssible purpose
applies to the request for the credit header information.

SECTION 5. (1) A person who has |earned or reasonably

suspects that he or she has been the victimof identity theft may
contact the |ocal |aw enforcenment agency that has jurisdiction
over his or her actual residence, which shall take a police report
of the matter, and provide the conplainant with a copy of that
report. Notwi thstanding the fact that jurisdiction may lie

el sewhere for investigation and prosecution of a crine of identity
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theft, the local |aw enforcenent agency shall take the conpl aint
and provide the conplainant with a copy of the conplaint and may
refer the conplaint to a | aw enforcenent agency in that different
jurisdiction.

(2) Nothing in this section interferes with the discretion
of a local police departnent to allocate resources for
investigations of crinmes. A conplaint filed under this section is
not required to be counted as an open case for purposes such as
conpi ling open case statistics.

SECTION 6. (1) A person who reasonably believes that he or

she is the victimof identity theft may petition a court, or the
court, on its own notion or upon application of the prosecuting
attorney, nmay nove for an expedited judicial determnation of his
or her factual innocence, where the perpetrator of the identity
theft was arrested for, cited for, or convicted of a crinme under
the victims identity, or where a crimnal conplaint has been
filed against the perpetrator in the victims nane, or where the
victims identity has been m stakenly associated with a record of
crimnal conviction. Any judicial determ nation of factual

i nnocence made pursuant to this section may be heard and

determ ned upon decl arations, affidavits, police reports, or other
material, relevant, and reliable information submtted by the
parties or ordered to be part of the record by the court. \Were
the court determnes that the petition or notion is neritorious
and that there is no reasonable cause to believe that the victim
commtted the offense for which the perpetrator of the identity
theft was arrested, cited, convicted, or subject to a crimnal
conplaint in the victims nane, or that the victinms identity has
been m stakenly associated with a record of crimnal conviction,

the court shall find the victimfactually innocent of that

offense. If the victimis found factually innocent, the court
shall issue an order certifying this determ nation
S. B. No. 2089 *SS02/ R24CS. 1*
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(2) After a court has issued a determ nation of factua
i nnocence pursuant to this section, the court may order the nane
and associ ated personal identifying information contained in court
records, files, and indexes accessible by the public deleted,
seal ed, or |abeled to show that the data is inpersonated and does
not reflect the defendant's identity.

(3) Upon naking a determ nation of factual innocence, the
court nust provide the consuner witten docunentation of such
or der.

(4) A court that has issued a determ nation of factual
i nnocence pursuant to this section may at any tinme vacate that
determnation if the petition, or any information submtted in
support of the petition, is found to contain any nateri al
m srepresentation or fraud.

(5) The Suprene Court shall develop a formfor use in issuing an
order pursuant to this section.

(6) The Departnment of Public Safety shall establish and maintain
a dat abase of individuals who have been victins of identity theft and
t hat have received determ nati ons of factual innocence. The Departnent
of Public Safety shall provide a victimof identity theft or his or her
aut hori zed representati ve access to the database in order to establish
that the individual has been a victimof identity theft. Access to the
dat abase shall be limted to criminal justice agencies, victins of
identity theft, and individuals and agenci es authorized by the victins.

(7) The Department of Public Safety shall establish and maintain
atoll-free nunber to provide access to information under subsection
(6).

(8) In order for a victimof identity theft to be included in the
dat abase established pursuant to subsection (6), he or she shall submt
to the Departnent of Public Safety a court order obtained pursuant to
any provision of law, a full set of fingerprints, and any other

i nformati on prescribed by the departnent.
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(9) Upon receiving information pursuant to subsection (8), the
Department of Public Safety shall verify the identity of the victim
agai nst any driver's license or other identification record maintained
by the Departnment of Mtor Vehicles.

(10) This section shall be operative within One hundred
eighty (180) days of the passage of this act.

SECTION 7. (1) Definitions. As used in this section:

(a) "Breach of the security of a systent neans the
unaut hori zed access and acqui sition of unencrypted and unredacted
conputeri zed data that conprom ses the security or confidentiality
of personal information nmaintained by an individual or entity as
part of a database of personal information regarding nultiple
I ndi vi dual s and that causes or the individual or entity reasonably
beli eves has caused or will cause identity theft or other fraud to
any resident of this state. However, good-faith acquisition of
personal information by an enpl oyee or agent of an individual or
entity for the purposes of the individual or the entity is not a
breach of the security of the system provided that the persona
i nformation is not used for a purpose other than a | awful purpose
of the individual or entity or subject to further unauthorized
di scl osure.

(b) "Entity" includes corporations, business trusts,
estates, partnerships, limted partnerships, limted liability
partnerships, limted liability conpani es, associations,
organi zations, joint ventures, governnments, governnental
subdi vi si ons, agencies or instrunentalities, or any other |egal
entity, whether for profit or not-for-profit.

(c) "Encrypted" neans transformation of data through
the use of an algorithmc process into a formin which there is a
| ow probability of assigning neaning w thout use of a confidential
process or key, or securing the information by another nethod that

renders the data el ements unreadabl e or unusabl e.
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(d) "Financial institution"” has the neaning given that
termin Section 6809(3) of Title 15, United States Code.

(e) "Individual" nmeans a natural person.

(f) "Personal information" neans the first nane or
first initial and last nanme |inked to any one or nore of the
follow ng data elenents that relate to a resident of this state,
when the data el enents are neither encrypted nor redacted:

(i) Social security nunber;

(ii) Driver's license nunber or state
I dentification card nunber issued in lieu of a driver's |license;

(ii1) Financial account nunber, or credit card or
debit card nunber, in conbination with any required security code,
access code or password that would permt access to a resident's
financi al accounts; or

(iv) The termdoes not include information that is
| awful |y obtained frompublicly avail able information, or from
federal, state or |ocal governnment records |lawfully nmade avail abl e
to the general public.

(g) "Notice" neans:

(1) Witten notice to the postal address in the
records of the individual or entity;

(i1i1) Telephone notice;

(itii) Electronic notice; or

(iv) Substitute notice, if the individual or the
entity required to provide notice denonstrates that the cost of
providing notice will exceed Fifty Thousand Dol | ars ($50, 000. 00),
or that the affected class of residents to be notified exceeds one
hundred t housand (100, 000) persons, or that the individual or the
entity does not have sufficient contact information or consent to
provide notice as described in this paragraph. Substitute notice

consists of any two (2) of the foll ow ng:
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459
460
461
462
463
464
465
466
467
468
469
470
471
472
473
474
475
476
477
478
479
480
481
482
483
484
485
486
487
488
489

1. E-mail notice if the individual or the
entity has e-nmail addresses for the nenbers of the affected cl ass
of residents;

2. Conspicuous posting of the notice on the
Wb site of the individual or the entity if the individual or the
comercial entity maintains a Wb site;

3. Notice to nmmjor statew de nedi a.

(h) "Redact" neans alteration or truncation of data
such that no nore than the last four (4) digits of a social
security nunber, driver's |license nunber, state identification
card nunmber or account nunber is accessible as part of the
personal information.

(2) Disclosure of Breach of Security of Conputerized
Personal Information by an Individual or Entity. (a) An
i ndi vidual or entity that owns or |icenses conputerized data that
i ncl udes personal information shall disclose any breach of the
security of the systemfollow ng discovery or notification of the
breach of the security of the systemto any resident of this state
whose unencrypted and unredacted personal information was or is
reasonably believed to have been accessed and acquired by an
unaut hori zed person and that causes, or the individual or entity
reasonably believes has caused or will cause, identity theft or
other fraud to any resident of this state. Except as provided in
paragraph (d) or in order to take any neasures necessary to
determ ne the scope of the breach and to restore the reasonabl e
integrity of the system the disclosure shall be nade w thout
unr easonabl e del ay.

(b) An individual or entity nust disclose the breach of
the security of the systemif encrypted information is accessed
and acquired in an unencrypted form or if the security breach
i nvol ves a person with access to the encryption key and the

i ndi vidual or entity reasonably believes that such breach has
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491
492
493
494
495
496
497
498
499
500
501
502
503
504
505
506
507
508
509
510
511
512
513
514
515
516
517
518
519
520
521
522

caused or will cause identity theft or other fraud to any resident
of this state.

(c) An individual or entity that maintains conputerized
data that includes personal information that the individual or
entity does not own or |license shall notify the owner or |icensee
of the information of any breach of the security of the system as
soon as practicable follow ng discovery, if the personal
information was or is the entity reasonably believes was accessed
and acqui red by an unaut hori zed person.

(d) Notice required by this section may be delayed if a
| aw enf or cenent agency determ nes and advi ses the individual or
entity that the notice will inpede a crimnal or civil
i nvestigation, or honeland or national security. Notice required
by this section nust be made wit hout unreasonable delay after the
| aw enf or cenent agency determ nes that notification will no | onger
i npede the investigation or jeopardize national or honel and
security.

(3) Procedures Deened in Conpliance with Security Breach
Requirenments. (a) An entity that maintains its own notification
procedures as part of an information privacy or security policy
for the treatnent of personal information and that are consistent
with the timng requirenents of this section shall be deened to be
in conpliance with the notification requirenents of this section
if it notifies residents of this state in accordance with its
procedures in the event of a breach of security of the system

(b) (i) A financial institution that conplies with the
notification requirenents prescribed by the Federal |nteragency
@Qui dance on Response Prograns for Unauthorized Access to Custoner
I nformati on and Customer Notice is deened to be in conpliance with
this section.

(1i) An entity that conplies wth the notification
requi renents or procedures pursuant to the rules, regul ations,

procedures or guidelines established by the entity's primary or
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548
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552
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554

functional federal regulator shall be in conpliance with this
section.

(4) Violations. (a) A violation of this section that
results ininjury or loss to residents of this state nmay be
enforced by the Ofice of the Attorney CGeneral as an unfair trade
practice.

(b) Except as provided by paragraph (c) of this
subsection, the Ofice of Attorney General shall have excl usive
authority to bring action and may obtain either actual damages for
a violation of this section or a civil penalty not to exceed One
Hundred Fifty Thousand Dol | ars ($150, 000. 00) per breach of the
security of the systemor series of breaches of a simlar nature
that are discovered in a single investigation.

(c) Awviolation of this section by a state-chartered or
| icensed financial institution shall be enforceabl e exclusively by
the financial institution's primary state regul ator.

(5) Applicability. This section shall apply to the
di scovery or notification of a breach of the security of the
systemthat occurs on or after July 1, 2007

(6) Preenption. This section shall supersede and preenpt
all rules, regulations, codes, statutes or ordi nances of any
county or nmunicipality regarding the matters expressly set forth
in this section.

SECTION 8. (1) Except as provided in subsection (3), a

person or entity, including a state or |ocal agency, may not do
any of the follow ng:

(a) Intentionally comuni cate or otherw se make
available to the general public an individual's social security
nunber .

(b) Print an individual's social security nunber on any
card required for the individual to access products or services

provi ded by the person or entity.
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(c) Require an individual to transmt his or her social
security nunber over the Internet, unless the connection is secure
or the social security nunber is encrypted, the nunber is
essential to the transaction, and there is no other identifier
that coul d reasonably be used.

(d) Require an individual to use his or her social
security nunber to access an Internet Wb site.

(e) Print an individual's social security nunber on any
materials that are nmailed to the individual, unless state or
federal |law requires the social security nunber to be on the
docunent to be mail ed.

(f) Sell, lease, loan, trade, rent or otherw se
di scl ose an individual's social security nunber to a third party
for any purpose wthout witten consent to the disclosure fromthe
i ndi vi dual .

(g Refuse to do business with an individual because
the individual will not consent to the receipt by such person of
the social security account nunber of such individual, unless such
person is expressly required under federal law, in connection with
doi ng business with an individual, to submt to the federal
government such individual's social security account nunber.

(2) This section does not apply to docunents that are
recorded or required to be open to the public pursuant to
M ssi ssi ppi Public Records Act.

(3) Any entity covered by this section shall nake reasonabl e
efforts to cooperate, through systens testing and other neans, to
ensure that the requirenents of this act are inplenented on or
before the dates specified in this section.

(4) Penalties for violations of this section:

(a) A person who violates this section is responsible
for the paynent of a civil fine of not nore than Three Thousand

Dol [ ars ($3, 000. 00).
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(b) A person who knowingly violates this section is

guilty of a m sdeneanor

puni shabl e by inprisonnent for

not nore

than thirty (30) days or a fine of not nore than Five Thousand

Dol I ars ($5, 000.00), or both.

(c) An individual nmay bri

ng a civil action against a

person who violates this section and nmay recover actual

Fi ve Thousand Dol | ars ($5, 000. 00),

whi chever is greater

reasonabl e court costs and attorney's fees.

SECTI ON 9.

residential property and ot her

i nsurer may not:

damages or

, plus

Wth respect to private passenger autonobil e,

(a) Refuse to underwite,

risk, or increase a renewal prem um

per sona

cancel, refuse to

based, in whole or

on the credit history of an applicant or insured,

(b) Rate a risk based,

credit history of an applicant or

i ncl udi ng:

(i) The provision or

(i)

rating tier; or

(iii)

affiliated conpany; or

(c) Require a particular

in whole or in part,

lines i nsurance, an

renew a

in part,

on the

insured in any nmanner,

renoval of a discount;

paynment plan based,

Assigning the insured or applicant to a

Pl acing an insured or applicant with an

in whol e

or in part, on the credit history of the insured or applicant.

SECTI ON 10.

and after July 1,
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